
Supervision systems course

Chapter - 8: SUPERVISORY CONTROL AND DATA ACQUISITION (Protocols)

Instructor: Dr.Muath Wahdan

December 23, 2023



Outline

1 Protocols

2 Data Acquisition Strategies

3 Networking Equipment

Supervision systems course December 23, 2023 2 / 64



Protocols

Protocol - Handshaking

Handshaking Protocol
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Protocols - Poll Response
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Round Robin Polling
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Round Robin Polling
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Timed Polling
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Data Acquisition Strategies
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Cry Out
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Report by Exception
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LAN - Bus
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Data Acquisition Strategies

LAN - Bus

If the backbone is broken, the entire segment fails. Bus topologies are
relatively easy to install and don’t require much cabling compared to the
alternatives.
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Data Acquisition Strategies

LAN - Ring

LAN Ring Topology
A ring topology consists of all computers and other devices that are
connected in a loop. Ring topology is also known as a ring network. A
ring network can be found in Local Area Networks. In a ring network each
node directly connect to two neighbouring nodes. A server may exist in a
ring network, but it will not connect to all the nodes in the network. The
server, like other nodes, will only communicate to its two neighboring
nodes.
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LAN - Ring
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Data Acquisition Strategies

LAN - Ring

ADVANTAGES OF A RING TOPOLOGY
Troubleshooting is easy when one of the nodes fails.
Repair or remove the failing nodes and the network will continue to
function.
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Data Acquisition Strategies

LAN - Ring

DISADVANTAGES OF A RING TOPOLOGY
Implementation is difficult. Network administrator has to terminate
the entire network to install a new node between existing nodes.
A failing node will affect the entire LAN.
Connecting or removing devices is difficult because network
administrator needs to terminate the network in order to do it.
Network speed decreases when the number of nodes increases.
network will continue to function.
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LAN - Hub

Hubs are a device that cross connects all the wires but hubs unsecure and
if the hub dies nothing talks.
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LAN - Hub
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LAN - Protocols
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Data Acquisition Strategies

LAN - Protocols

TCP/IP stands for Transmission Control Protocol/Internet Protocol and is
a suite of communication protocols used to interconnect network devices
on the internet. TCP/IP is also used as a communications protocol in a
private computer network (an intranet or extra-net)
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Networking Equipment

WAN

A wide area network (WAN) is a telecommunications network that extends
over a large geographic area for the primary purpose of computer
networking. Probably the most prevalent in the SCADA world are frame
Relay and MPLS. frame Relay:dedicated connection between this point
and this point and I dont need anybody else to get on my dedicated
connection (secure but expensive) MPLS multi-protocol line switching:
they give you an access to this point and this point however they switch
your traffic based on what bandwidth I have available. (less secure)
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WAN
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Networking Equipment

WAN

This is an example: main control room and remote area and connecting
them through a wide area network. Bulk:like videos latency: how long is it
ok for controller to wait when they make a request for data until they get
the data
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Network Redundancy
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Network Redundancy
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Corporate System Integration
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Networking Equipment

Corporate System Integration

Best way to move data outside the critical user is via web even if thats
inside the corporate network most SCADA systems have some kind of web
deployment.
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Networking Equipment

Corporate System Integration
If i’m going to take SCADA data and i’m going to move it to other casual
users I probably want to put that data on the other side of a firewall so
now what becomes important is whatever software I pick and how it makes
its data redundant through a firewall becomes really important
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Standards Based Tools

Most of these tools support various kinds of integration....
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Corporate System Integration Challenge

Historically SCADA has been Isolated (for cyber security stand point)
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Corporate System Integration Solution

But we dont need to integrate this scada data there is a lots of people
that can use it, logistics, measurement, engineering wants it, all these guys
want this data.
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SCADA Software Components and Interfaces
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Some Definitions
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Some Definitions

These are the standard functions, this is a simple block diagram around a
SCADA system so I’ve got my automation devices in the field or the
important part of my SCADA system bcz that what actually controls
that’s what create the data (real data lives out here), I’ve got my
telemetry I’ve got my communication software packages, and these are the
basic component of my scada system. I’ve got my real time database gives
me the last value that I got the last time I polled every device in my
system, so when I request information from the console Im not actually
going out to the device and polling, what Im doing is im going to the real
time database and showing you what i last got when I polled. the historian
keeps an image of every data value I got up to the real-time database.
HMI is the package that we use to build all the cool screens with the pretty
graphics and the alarm system it’s what’s monitoring all these values to
see if they go outside of bounds and then sending you a notifications.
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Some Definitions

this would be a simple control system ...
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Some Definitions

If im just collecting measurment data but im not doing any control im not
doing monitoring then i just need these pieces
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Some Definitions

If im doing automatic meter reading so automatic meter reading is
residential gas meters residental electric meters
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Types of Data

there are 4 types of data that we focus on
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Typical Implementation-Hybrid
There’s two basic kinds of implementation of SCADA one would be what i
would call a hybrid other products cygets a good example it is a monolithic
meaning all the feature sets are available in that software package
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Hosts-Internal Communications

OPC is ole for process control; it is the primary mechanism for moving
real-time data between devices and software applications two kind of OPC:
OPC da which OPC data access and its based on windows comdey calm.
OPC unified UA which is universal access is the new standard for OPC and
it has encryption built in tunneling, security control.
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Hosts-External Communications
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Hosts-Communications to Measurement System
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Observations
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Observations
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Central Master

All SCADA systems are client-server, the polling engine is the server. So
the client (HMI) asks the polling engine for the data and the polling
engine goes out and gets it if it’s a demand request otherwise the server is
asking for the data and bring it up and storing it in the HMI. e.g. simple
SCADA is a central master and HMI package sitting on top of it.
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Central Master
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Distributed System - Peer to Peer
The next kind of system would be what would be called a distributed
system or a peer-to-peer Signet is a distributed system bcz I can have its
polling server in multiple locations through out my business and any of the
HMIs have connectivity can see any one of those polling servers
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Polling Module Requirements

Polling module it’s one of the most critical pieces of the system it needs to
be able to handle multiple protocols, support multiple media,primary
polling path and secondary polling paths,.....
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Real-Time Data Engine
Historical data Engines its constrained mostly by disk volume it need
algorithm for data reduction real-time data engine I got an image of the
real-time data it’s where I’ll feed other applications that need to see the
real time data (for real data they run the applications on the RAM of the
server so it’s fast)
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Host Systems
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Historian
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SCADA Core Components
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Alarm Management

.... give the highest priority for the alarm....
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Trending
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Audit Trail
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Displays
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Displays1
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Thank You!
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